HecoBepImeHHONETHUH, pa3Menias B WHOPMALHOHHO-
TelleKOMMyHHKALMOBHOM cetd «HTepHET» MHpOPMALMIO
0 cefe, BCTyIas B IEPEMHCKY C HE3HAKOMBIMH JIOXbMH,
MpoCMATpHBasi 3aNpEIICHHbIA KOHTEHT, NOABEPraeTcs
PHCKY CTaTh XepTBOI KIH COyIaCTHUKOM IPECTYIUICHHUH.

B cBs3M ¢ 4eM, peOeHOK HO/DKEH 3HAaTh O MpaBHiIax
6e301acHOCTH HIOBEICHHS B HHGOPMAIHOHHO-
TeNleKOMMYHHKAIMOHHOH ceTn «HHTepHeT”, coGmoneHue
KOTOPBIX MO3BONHT HE CTaTh XEPTBOM WM COYIaCTHHKOM
NpeCTyIUICHHIA.

OcHOBHbBIE CXeMbI 06MaHa:

B3MaMbIBAHHE  AKKayHTOB  HECOBEPIICHHONETHMX M
CO3MaHMe 3MOYMBIIUIEHHHKAMU «(EHKOBBIX» HHTEPHET-
CTpaHML, MOCPEACTBOM KOTODBIX NMPOMCXOTHT obmeHHe ¢
Ipy3bsMH JeTel M yOexIeHHe NepeBeCTH ICHEKHBIC
CpecTBa HAa IMOJKOHTPONIbHbIE GaHKOBCKME —CHETa.
®delikoBbIE  aKKayHTBl  CO3HAIOTCA B PasmMYHBIX
HHPOPMAIIMOHHBIX pecypcax - «BxoHTaKTe»,
«TenerpamMmy»;

NoNyyeHue, B TOM 9HCJIE B pe3yNpTaTe B3JIOMa CTPaHHUIL(
CONMANbHBIX ceTell  JMYHYI0  HHGOpMalMioO  HIH
dotorpadun, B TOM HHMCIE WHTHMHOTO COACpXAHuA, U
BBLIMOTATENBCTBO JEHEKHBIX CPEACTB MOX YIpo3oH HX
pacHpOCTPaHeH!us JpY3bAM, 3HAKOMBIM WIH
POACTBEHHUKAM;

pasMellleHWe Ha caiiTax OHJAMH-TOPTOBIM  JIOXKHBIX
0o0BABICHUI O MpoJaXe TOBapOB H MONY4YCHHE 33 HHX
NpeNoIUIaThl, Mepeiada HECOBEPIICHHONETHEMY CCBUIKH,
MCTIONB30BaHMe KOTOPOH MPENOCTABIAET yHaNeHHBIN
JOCTYI K TUIATEXXHBIM CPeACTBaM, JHGO MepeXox o Hei
GO3/1a€T BO3MOXKHOCTD JUIA CHUCAHMA JCHEKHBIX CPEJICTB CO
c4eToB peGeHKa WIH ero poauTese;

co3paHMe «PUIIMHTOBBIX»  (THOMIEIBHBIX) — TOPrOBBIX
JLIOMA0K, BH3YAIBHO CXOXHX C PEIBHBIMH - «ABHTOY,
«JOna» ¥ T.L, TA€ MOIICHHUKH CKIOHSIOT IOJPOCTKA
mepeiiTh  Ha  (UOIMHTORYIO  CTpaHuly, IpHBA3ATH
GaHKOBCKYIO KapTy M BBECTH JIOTHH M [IapoJib;

3apaGoTOK Ha GHpike, BIOXKEHUE B HHBECTMLMHA (00emaHue
GHICTPOTO JIOX0/A [P MUHAMATBHBIX BIOKEHUAX);

OHIaiH-UIPbl, B KOTOPHIX MOXHO BCTPETHTh NPEATOKEHUA
0 TOKYNKE MIPOBBIX MPEIMETOB 32 [EHEKHEIC CPENCTBA.
PeGeHKy Talke MOryT NPHCIAaTh COOOLICHHE, ITO OH
BBIMTpaJl IpK3, HO, YTO0k! HOIY4HUTh €10, HYXKHO 3aILIaTUTb.
MoryT nONpOCKTh OATBEPANTE ONPEeNeHHbIC AeHCTBHA C
Tenepona ponureNeil WIM COOOMMTH KO C IENBIO
perucTpaly WK Y9aCTHs B PO3BIIPHILLIE WM ONpOCe;

HanpaBJieHHe COOGIICHMI OT MMEHHM PpOACTBEHHHKOB,
3HAKOMBIX € IMPOCHGOH epPEeUHCIINTh IEHEKHBIE CPEACTBA B
JONTr U T.IL;

COBepIIEHHE OYMBIULICHHMKAMH 3BOHKOB OT HMMEHM
COTPYIHHMKOB MPABOOXPAHHTENLHEIX OPIaHOB, HANPHMED,
coobwenre 06 YJacTUM pOACTBEHHHKOB B JOPOXHO-
TPAHCTIOPTHBIX MPOMCUIECTBMAX M O HEOGXOXMMOCTH
mepefadl  IEHeKHBIX CPEACTB  WIA  3arjiaXHBaHUA
MOpaNbHOTO Bpena meped WHbIMU ydactHukamu UTIT i
CPOYHOTO OKa3aHUA MEIUIMHCKOH NOMOIIK;

COOGIIEHHE MOTEPIEBIINM O HeOOXOMUMOCTH Y4acTHA B
MPOTHBONCHCTBHH IpecTyITHOH JEATETHHOCTH,
BEICKQ3bIBAHMA YTPO3 TNPHBIEYEHHA K  YTONOBHOH
OTBETCTBEHHOCTH 33 CIOHCHPOBaHHME TEPPOPHCTOB, Ha
c4eTa KOTOPBIX sIKOObI ObLTH NEpeBENEHB ICHBIH;

COOGIIEHHE NOTEPIEBIIEMY O B3IOME JTHYHOTrO kaGuHeTa B
anexTpoHHsIX  pecypcax  («Tocycmyrmn, — «CGepbaHKk
OHJTAItHY M T.1I.) 4 HEOOXOAMMOCTH B CBA3M C 3THM [IEPEBOJIA
JEHEXHBIX CPEACTB Ha CYET TPETHETO JIMLA;

COOOILEHHE MOTepIEBIEMY 10 TeledoHy, B EPEIHCKE B
MECCEH/DKEpaX O MOMBITKAX HEYCTAHOBJCHHBIX JIHII
TOMY9YMTh KPEOUT Ha MMS TOTEPIEBINEro, HeOOXOAUMOCTH
OQOpMHTE  «3€pKAIBHYIO» 3asBKY HIM TEPEBECTH
JEHEXHbIE CPEACTBA Ha «Oe30macHbIe» CUeTa.

OcHoBHOe mpaBmiI0 Ge30MacCHOCTH, KOTOpOe
NODKHBI 3HaTh JETH: B JEOOO# HempeaBHIEHHOM
CHMTyalM HeOOXOAMMO MOCOBETOBATHCA C POAMTENAMH
(3aKOHHBLIME [PEACTABHTENAME) WIM CO B3pOCHBIM,
KOTOpOMY peGeHOK JI0BEpSET.

Yrofbl He CTATh KEPTBAMH MOIUEHHHKOB, Ciexyer
NpHAEP/KHBATHCS CICAYIOIIHX COBETOB!

1. Bceraa TIepENpoBEPATh MOJTY4eHHYIO
nH(OPMALIHIO, KOTOPYIO COODIIAIOT 3M0YMBUILIEHHHKH —
Nepe3BOHMTh POACTBEHHHKAM JHGO Ha TOPATYIO JIMHUIO
GaHka, 100 B JEKYPHYIO 4acTh OpPraHOB IONHIUH,
MPHEMHYIO FOCYJapCTBEHHOrO OpraHa M T.IL

2. He coobmaii mepcoHansusie ganubie (PHO, nata
pOXJEHHs, AOMAIIHMil ajpec, MAcHOPTHbIC MAHHBIC,
HOMepa TeneOHOB H PEKBH3MTOB GaHKOBCKHX KapT,
apo/u) B TEPENUCKaX, KOMMEHTapUsX, OHJIAHH-HIpax.
He ocraBaiTh reoMeTkd mox ¢oro, MO HMM
IOYMBILUIEHHHKH JIETKO Y3HAIOT, /¢ KHBET H YIHTCA
pebeHoK.

3. He coobmaif HUKOMy PpEKBH3HTBHI Bailei
GaHkoBCcKOM KapThl. Hu ofHa opraHu3alys, BKIHOYast
GaHK, He HMeeT ImpaBo TpeOoBaTh JAaHHBIE panlei
IaCTHKOBOH KapThl. YTOOBI NPOBEPUTH MOCTYIHUBIIYIO
nuopMaumio © OAOKMpOBaHMM  KapThl, CICRYET
TI03BOHMTb B KITHEHTCKYIO CIyXOy IMOAIEPXKH GaHka.
Ckopee BCero, BaM OTBETAT, 9TO HUKAKuMX c0oeB Ha
cepBepe He MPOMCXOJMIO, a Bama KapTa MPOMODKACT
06CITyKHBaTHCS OAHKOM.

4. TlepenpoBepATh HHGOPMALMIO O IOMOIIH APY3bAM
WIH POACTBEHHUKAM. EC/H MOMy4nii coOGLIeHHE O TOM,
4TO POJACTBEHHUK MoMnan B 6e Xy, HY>KHO IEPE3IBOHHUTE EMY
u nepenposeps HHGopMaumio. Hukoraa He NepeBoaHTe
JeHBIH, eciii 06 3TOM NPOCHT 3HAKOMBIN B COLUMATBHOH
CETH, BO3MOXHO MOIIECHHHKM B3JIOMalHd €ro akkayHT.
CHayajia HeOOXOIMMO CBA3aThCA C 3THM YCJIOBEKOM H
y3HaTh, ACHCTBHTENBHO JIX €My HYXKHBI ICHBIH.

S. YCTaHOBMTh CaMo3ampeT Ha BblIady KPCAHWTOB, B
TOM 9HCJIE B THUHOM KaGuHeTe Ha moprane «['ocycmyruy».

6. He nepexomuth 1o cChUIKaM Ha HTepHeT-CalTh.
IposepsATs CCBUIKY (MOGYKBEHHO) Ha COOTBETCTBHE
ouumansHoMy caiity. CKOMHUpOBaTh CCBUIKY M BCTABUTER
B mouckosuke (Ammexc, Google M T. 1.), NPOYHTATh
KOMMEHTapHH.

7. He nokynmath TOBapbi B HHTepHET-MaraspHax o
3aHIDKEHHOM CTOMMOCTH, 4YacTO 3a TaKHe TOBaphbi
TpeGyeTcs BHECTH MpPEOIIATY, OMHAKO TOBAP BbI MOXETE
He NOIY4HUTb.

8. CxaumBaTh TNPWIOKEHHI C OQHUIMANBHBIX
HCTOYHMKOB. He H0BepATh CTOPOHHHM IPHIOKCHUAM.
Ecmun BCE-TaKH BO3HHMKAET HeOOXOAMMOCTh
HCTIOJIb30BaHHA CTOPOHHHX MPIIOKCHHUHA, TO



BHUMATENBLHO HYXHO H3Y4HTh €ro, Mpexae YeM
3arpyarb Ha CBOE YCTPOHCTBO.

9. INepen HCTONb3OBAHHEM HOCHTENS HHOpMALUH
(CD-auck, USB Flash u T. 11.) IpOBepATh €r0 Ha HAIMYHC
BPEIOHOCHBIX [POrPaMM.

10. He BepuTh BCeMy, 4TO NMIIYT B COOGIIEHMAX.
SMS-coobmennst MoryT GHITb BechMa pa3sHOOOPasHbL,
MO3TOMY CTOMT KPHTHYECKM OTHOCHTBCA X TaKMM
COOOHIEHHAM H He CIIEIIHUTh BBIIONHATE TO, O €M MPOCAT.
Jlydme NO3BOHHTH ONEpaTOpy CBA3Y, Y3HATh, Kakad
CyMMa CIIMIIETCH CO C4eTa MpH OTMpaBKe SMS-
COOGIIEHHs WM 3BOHKA Ha YKa3aHHBIM HOMEp, 3aTeM
co06IHUTH O NpHIme e Ha Baul TenedoH HHpOpPMALHMH.
Onepatop ONpeAENHUT TOro, KTO OTNpaBiset 3TH SMS, 1
3a0IOKUPYET €ro aKKayHT.

11. He Bepurs B Jerkuii 3apabotok. JIeTn B MOACKaxX
3apa6oTka MOTYT OBITh OUeHb HAaUBHSI. [Ipexynpeaure ux,
9TO MOpANOUHBIA paGoTonaTess HUKOrAa He MOMPOCHT
nepeBecTH JeHsrH nepel 0QOpMICHHEM Ha paborty.

3a OpeIOKeHHEM JieTkoro 3apafoTka B HHTEpHETE,
MOXXET CKpHIBAThCS CKIIOHEHHE HECOBEPIICHHONETHHX K
MpeCTyNHOH  AeATeNbHOCTH.  HecoBepHICHHONETHEro
BBOIAT B 3a0MyXACHHME MyTeM OOCINaHMS NEHEMHHBIX
BO3HATpa«JeHHH, 2 HEPEIKO ITyTeM 3aITyTUBAHKA U YTPO3,
TeM CaMbIM BOBJEKaA B COBEPIICHHE MPECTYIUICHHUIA.

«/Iponnep» — YYaCTHHK MOILICHHHYECKUX CXeM,
MOACTaBHOE (U3MYECKOe JHLO, OdopMmuBIIee Ha cebd
GaHKOBCKMi cueT WIM Kapry Oe3 Lend peaibHOro
ynpaeneHus (UHAHCAMH, Te€pelaBmiee HX TPETHHM
JAIAM, KOTOPbIE COBEpIIAIOT IO Hejl He3aKOHHBIE
¢$uHaHCOBBIEC ONEPALHH.

Hanmpumep, Ha KkapTy jpommepa OOMaHyThle JHOAU
TepEeBOJIAT CPEACTBA HA TaK HasbiBaeMble «Ge3omacHble
cgeTay, a 3aTeM OH JOJDKeH NEpPEBECTH JICHbTH IPYroMy
9esI0BeKy JHO0 CHATH UX.

C 05.07.2025 ycraHOBINEHA YroJIOBHas OTBETCTBEHHOCTh
UIA iU, TPEAOCTARIAIONHIX CBOM GaHKOBCKHE KapThl H
PEeKBU3MTHL B [EJAX OCYMIECTBICHUS HE3AKOHHBIX
¢uHancoBrx  omeparmii  (mpormepos)  (CT. 187
VronosHoro koaexca Poccuiickoit ®enepanun).

Jlpyrue HOBOBBEACHHA HANPABJIECHBI IPOTHB HE3aKOHHOTO
0060poTa CHM-KapT M YYETHBIX NAHHBIX 1A JOCTyna K
axkayHrtaMm (cT. 274.3, 274.4, 275.5 YTONOBHOTIO KOJ€KCa
Poccuiickoit Denepanmn).

C 01.09.2025 yrojoHad OTBeTCTBEHHOCTh Oyaer
HACTyTaTh:

32 HE3aKOHHOE  MCTOJB30BaHHE  aOOHEHTCKOro
TepMHHANa Tpomycka Tpapuka WIM  BHPTyalbHOH
TeneQOHHOM! CTaHIUH,

32 OpraHM3auMi0 JeATENBHOCTH 10  mepejave
aGOHEHTCKMX HOMEpOB ¢ HapymeHWeM TpeGoBaHui
3aKOHOJIATE/CTBA, B TOM YHCIE 33 yJacTHE B TaKoO#
LEATCNIHOCTH;

32 OpraHM3aUMIO  JEATEJbHOCTH 1O  Mepenaie
HHGOpMALMH, HeoOXoINuMOK I PErdCTpallMd  HIH
aBTOpH3auUMM MOJs30BaTeNs HHTEpHETa I TOJTYd4eHHA
JocTyma K GyHKUHOHANBLHBIM BO3MOXKHOCTAM
MHQOPMALIMOHHOrO pecypca, B TOM 4HCAE 3a y4acTue B
TaKko AeATENHHOCTH.

Ilpexxae 4eM NpHHATHL JK00oe pemeHHe
nocoBeTyiiTech ¢ PpOIHBIMM H OJIM3KHMH,
npoBepbTe AHPOpMAIHIO, o0aymaiiTe
mociaeacTBHsE H BCe BAaPHAHTHI Pa3BHTHA
cOObLITHIA.

ByanTte 6qureannbl! He paiite cebst
o0MaHyThb!

B ciryuae, ecan Bl nin Bamu
POACTBEHHHKH CTAJIH )KePTBOi MOIICHHHKOB,
CpovHo 00paTHTeCh B NOJIHIAIO N0 Teaedony

«102».

MPOKYPATYPA
APXAHT'EJbLCKOH OBJIACTH U
HEHEIIKOI'O ABTOHOMHOI'O
OKPYTA

IHamaTka
KaK 3aLIUTHTH peOeHKa OT
KHOepnpecTyNHOCTH

. ApXaHreabeK
2025 ron



